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Abstract

In the literature, reputation systems are used to evaluate other en-
tities behavior and have many applications such as, for instance, the
detection of malicious entities. The associated models are based on
mathematic formulae, in order to formaly define elements such as the
reputation evaluation and evolution and the reputation propagation
between peers. Current, proposals describe the behaviors of their mod-
els by examples, with few (if not no) formal analyses. In this article, we
state the basic security properties such systems require and we show
that current systems may not satisfy them on specific scenarios, which
can be used by malicious entities to take advantage of the system.
We also present a new reputation scheme, designed to satisfy these
properties, and we compare it to existing research works.

Introduction

In the literature, reputation systems are used to evaluate behaviors of sub-
jects, processes or systems and for instance detect malicious entities. The
associated models [I, 2, B], based on mathematic formulae, generally take
into account two actions: the operations to perform when an incorrect be-
havior is detected and the operations to perform when no malicious behavior
is detected during a defined interval of time. These models rely on two main
variables, o and 3, which respectively refer to the reputation increase and
decrease rates, in case of correct (respectively incorrect) behaviors.
The global process can be summarized by the following formulae:

e when no malicious behavior is detected for a node n;, between two
reputation checkpoints, the current node n. increases its reputation of
a, which means rep,,_(n;) = rep,,(n;) + a.


http://www.springerlink.com

e When a node n; has a bad behavior, its reputation decreases of (.
If several malicious behaviors are detected between two reputation
checkpoints, some proposals consider them as a single bad behavior
(repn.(n;) = rep,.(n;) — 3), while others consider them as several ones
(repnc (nz) = TePn, (nz) - nbdetection ' /8)

An example of application of the reputation systems is the management
of groups [, B], for instance in ad hoc networks[6]. In this context, groups are
used to join together nodes which can then share information and commu-
nicate. Inside these groups, which are sometimes considered as communities
inside undefined and potentially malicous environments, the notion of trust
is important as it can be used to detect malicious nodes. Stating security
properties such as the collusion of malicious nodes must not engender an
eviction of a correct node and asserting that they will be respected is thus
important. As the design of the reputation system and the values of its
parameters, such as a and 3, are linked to the assertion of the security prop-
erties, the system must be defined by taking these properties into account.
In current research works, formal analyses of the system parameters and
assertions of such security properties are not performed.

In this article, we thus propose a formal method to evaluate the system
parameters, in order to define a robust reputation scheme. In section [, we
first present the notions bounded to the reputation systems and we analyze
the existing approaches. We then introduce in section Bl our reputation
and recommendation system, with the security properties it must satisfy. In
section Bl we present our formal analyses and specify the values of our system
parameters that satisfy these properties. We then present our simulations,
performed on NS-2 [7], and we compare our results with existing research
works. The last section concludes the article.

1 Limits of Existing Approaches

Many studies [, 2, Bl 8, @] have proposed reputation systems which rely on
two basic systems: the reputation and recommendation based systems and
the referees based reputation systems. In this section, we thus present these
systems and we analyze existing proposals that rely on them in order to show
their limits.

1.1 Reputation and recommendation based systems

In the recommendation and reputation system proposed by Jinshan Liu and
Valérie Issarny [, several parameters (which are summed up in the table [I)
are associated with each node to evaluate other nodes’ quality. Among these
parameters, S Exp is the reputation derived from direct interactions between
the current node and the analyzed one and S Rep is a node reputation derived



from personnal evaluations and third nodes information. Moreover, each
node has information about other nodes recommendation quality (RRep).
RRep is used as a weighting coefficient in the reputation evaluations. Finally,
Rec is the reputation declared by a node about a peer and is the only value
shared in the network. For a correct node, Rec,(0) = SRepq(0).

SRep,(0)t | node o’s reputation, declared by a, at time t

RRepy(0)t | 0’s recommendation, about a, at time ¢

SEzp,(o)t | Immediate experience of a about o

Recy(0)? Recommendation made by a about o, at time .

PesPe weighting coefficient of the reputation and recommendation functions

Table 1: Recommendation and Reputation System Parameters

An important aspect of this study is the distinction between recommen-
dation and reputation: when a node provides a correct service, it can always
be used, even if its recommendations are not correct and thus can be ignored.

Reputation evolution: For a node n., a node’s reputation is based on
three parameters: its old reputation, its new reputation according to n.
(which are both represented by SFExp,(0)!) and the other nodes declared
reputations RRep, where all these parameters are weighted by credibility
and freshness coefficients. The reputation of a node o, according to a node
a, is defined as follows:

2 _p(RRepa(p) - Recy(0))
>_p RRepa(p)

SRepa(o)t = pe SExpa(o)t + (1= pe) -

Recommendation evolution: For a node a, the recommendation quality
of a node p relies on the differences between the recommendation made by
p (Recp) and its personnal evaluation (SExp,) for each node o € N. We
thus have the basic formula: dif f1(0) = |Rec,(0) — SExpq(0)|. However,
the differences between the values of two nodes can be due to analyses of
different data (i.e. different contexts). In order to solve this problem, they
use the notion of tolerance threshold §,. We then have a difference evaluation
dif f = =400

The recommendation evolution mechanism satisfies the following princi-
ple: the recommendation of p at time ¢ relies on the precedent recommen-
dation at time ¢’ and the evaluation differences in this interval At =t — ¢’
RRep(p)' = RRepa(p)” - p' =) + dif f - (1= pl=1)).

1.2 Referees based reputation systems

In the research work by Conrad and al. [2], the notion of reputation is studied
in order to first mimic the human trust formation and secondly to have a



lightweight approach. They use the notions of subjective trust and distrust
to apply their reputation system to e-services and on-line transactions, as
the results are quite binary: either the result is correct, or not.

As for many studies, the reputation analysis is based on two principal
components: the node which performs the evaluation and the others. The
reputation function they suggest is reputation(c) = experience(c) - p+ (1 —
p) - hearsay(c) where p is the value to assign to our own credibility (p =
sel fCon fidence(c)).

The notion of self-experience is based on two parameters: prior experi-

ences and immediate experiences. No weighting is made between these two
immediate Experience(c)+experience(c)

parameters and we thus have experience(c) =
Another interesting aspect in this study is the way the hearsay parameter
is evaluated: contrary to the previous study, the nodes do not take into ac-
count the information from all the nodes of the network. We have a notion

of referees R that are used to analyze a service reputation: hearsay(c) =

Z’"ERrell)gatwn’"(c). The choice of a correct value of |R| is important: if

we have a too small value, few analyses will be used and the result may
not be representative while with a too big value, the reputation system
becomes too slow. By performing simulations, they chose |R| = 10 and
sel fCon fidence(c) = 30%

1.3 Analysis of existing proposals

The differences between the reputation and the recommendation is impor-
tant. A node can have a quite bad behavior in the group (due to energy
problem, for instance), but always a correct recommendation. In the oppo-
site, an attack would consist in acting well, in order to avoid attack detection
mechanisms, and lying about the reputation of other nodes, in order for ex-
ample to obtain privileges.

In Jinshan Liu and Valérie Issarny study and in others which are similar,
such as [8, @], the reputation and recommendation systems have some flaws:
calculi are based on all the nodes of the networks. The first and most obvious
issue is the scalability problem. However, a more important problem happens
when the detection of malicious behaviors can be performed only in local
area: when the group size increases, no significant reputation decrease may
occur. Consider the following example:

e the detection of malicious behaviors can be performed only on direct
neighbors, which is often the case for the lowest levels of the ISO model

e we have N nodes, and we consider that each node has k£ neighbors

e we assume that each node gives correct recommendations

In the figure [h, we can see that the reputation mechanism suffers from
scalability problems, when the number of nodes increases. In the referee
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Figure 1: Reputation evolution in Jinshan Liu and Valérie Issarny approach

based approach [2], the authors suggest to take into account only the nodes
that belong to the referees R. This prevents the case illustrated in the figure
[ from occurring. However, no distinction is made between the reputation
and the recommendation. This study is thus relevant to detect incorrect
behaviors for the services, using neighbors’ cooperation, but cannot be used
to detect malicious nodes inside the network.

We have seen that existing proposals fail when some conditions occur,
such as when the number of nodes increases while the detection region re-
mains the same. These problems arise because formal analyses of the system
have not been performed. For instance, the notion of local region R presented
in the referee-based system is not fully described: how can we evaluate R?
What are the impact of the size of R on the reputation mechanism? As
these questions have not been answered, flaws may be discovered in the fu-
ture. We can conclude that the definition of a reputation system requires a
formal analysis of the system and the environment, which is not performed
in current proposals.

2 Formal Model for Reputation and Recommenda-
tion functions

As described in the previous section, reputation systems must be developed
using a formal approach. In this section, we describe our reputation func-
tions. An example of application of the reputation systems is the manage-
ment of groups. We thus present the group decision principle and finally the
security properties reputation systems must satisfy, based on these decisions.
Formal analyses are presented in the next section.

2.1 Definitions of our reputation model

As presented in the section [ we are able to have a scalable mechanism by
using local region. However, local regions engender local reputations. In our



case, as we want to be able to take the same decisions on the whole group
(property 4 of the section ZZ2Z2), we must have global reputations. This thus
prevents nodes from waiting the acknowledgement of their decisions.

As the notion of reputation is bound to the recommendation, the way
the recommendation is evaluated is also not correct for group decisions. In
fact, the recommendation we need is a group recommendation, and not a
node-dependent recommendation, as presented in Jinshan Liu and Valérie
Issarny research work. In this study, the recommendation is defined by

Z;’L:(] diff(repkfl(% 2)7 TePL—1 (j))
n

Teck(i) = Teck—l(i) ‘ Prec + (1 - Prec) :

where rep(i,7) is the reputation of ¢ declared by j at the step k. In this
formula, the function dif f is used to evaluate the differences between the
recommendations made by the current node and the ones made by the node
i.

In order to have a global recommendation, we must evaluate the differ-
ence of the node’s evaluations with all the other nodes’ evaluations. Our
notion of group reputation is defined as the following:

> jer, reck—1(7) - repy(i, )

> en recs 107) M

group _reputationy(i) =

Using this formula, we get the following initial group recommendation:
reci(i) = reck_1(7) - prect+

S dif f(repi(j, i), group_reputationy(j))
(1 - prec) : (2)
n
Note that the recommendation function is studied in section B3, as it does
not affect the evaluation of our reputation function in the worst cases.

Finally, the reputation is similar to the one presented in [2]:

100 - experiences + 3 i p.njrmyselr T€Ck—1(d) * repr—1(, )
100 + ZjER/\j;émyself TGCkfl(j)

(3)

repi(i) =

2.2 Group Decisions Principle

In a group management algorithm, we can find two groups of operations
for group management protocols: group operations and group agreements.
The first group describes all the basic decisions, such as «a request to add
a node» while the second one describes all the group decisions, such as «the
group adds a node». This distinction is important as the first operations can
be decided by a single node while the second ones have to be decided by the
whole group.



2.2.1 Group Operations

As described above, these operations are made by a single node: depending
on several parameters, a node may want to authorize a new node to join a
group, or may want to evict a node from the group.

Adding a node: A node n; sends an adding message to the group if the
local reputation of the node to add is higher than or equals to threshold 4q4-

Removing a node: As for adding a node, a node sends an eviction mes-
sage about the node n,, if the node n,, has a reputation lower than or equal
to thresholdgyict-

2.2.2 Group Agreements

An important aspect of the group agreements is to have common decisions:
if a node starts a removing or adding operation at the protocol group layer,
all nodes in the network must do it too. In order to have stable group deci-
sions, we define several functional properties. They rely on the variables 7,44,
Teviction and minimal _recommendation which respectively refer to the min-
imal number of nodes to take an adding message into account, the minimal
number of nodes to take an eviction message into account and the minimal
recommendation to consider a node’s message as trustworthy. Finally, the
variable 7 is linked to security of the systems : 7 - 1 is the maximal num-
ber of malicious nodes the system supports. Thus, we have 7 < 7,4¢ and
T < Teviction -
For the group decisions, there are mainly four functional properties:

Property 1: In order to start an adding operation, a node must have
received 7,44 adding messages from distinct nodes in the network.

Property 2: In order to start an eviction, a node must have received
Teviction €Viction messages from distinct nodes among the network.

Property 3: A node message should be taken into account only if the node
recommendation is higher than or equal to minimal recommendation.

Property 4: Upon receiving a group management operation, each node of
the group must take the same decision.



2.3 Basic Security Properties

In the previous section, we have presented the functional properties our rep-
utation system must satisfy. However, in order to develop a robust system,
we must also state the security properties our system must satisfy.

The first one deals with the impact of the reputation increase rate.
Security Property 1: the collusion of malicious nodes must not engender an
eviction of a correct node

For the reputation decrease scenario, two security properties are defined.
Security Property 2: A collusion of malicious nodes must not prevent a ma-
licious node from having a decrease of its reputation.

Security Property 3: The group must be able to evict a malicious node, ac-
cording to the functional properties, when its reputation exceeds a defined
threshold.

Finally, in order to prevent malicious nodes from interfering with correct
information about a node, their recommendation must decrease. This is ex-
pressed by the forth security property:

Security Property 4: a node recommendation must decrease if it acts mali-
ciously.

3 Theoretical quantification of the model’s param-
eters

In the previous section, we described our reputation and recommendation
functions. In this section, we analyse the parameters of these functions and
the impact of their values on the reputation system and the assessment of the
security properties. In subsections Bl and B2, we introduce the global ideas
about the reputation functions evaluation and our solution, which solves
three principal problems: what is the value of the reputation increase rate
if a node acts well? what is the value of the reputation decrease rate if a
malicious node is detected? How can we define the local region R of a node?
Finally, the evaluation of the recommendation function is given in section
B3.

The evaluation of the different parameters is made by first formulating
the worst cases that can occur. We then specify values that satisfy our
security properties. Due to space limitation, complete demonstrations of the
mathematical equations are not given in this paper but one can refer to [T0)].



3.1 Reputation increase assessment
3.1.1 Worst Case 1: incorrect eviction

The usual worst case is related to the eviction by malicious nodes of a node
acting well. This can be represented by the following scenario: 7 - 1 mali-
cious nodes declare a reputation of 0 for this node while others increase its
reputation by a.

According to the Group Agreement Property 2, the eviction of a node oc-
curres if Teyiction Nodes send an eviction message. As Teyiction = T, this means
that at least one «correct» node has to send an eviction message. Thus, to
satisfy the Security Property 1, we must ensure that no correct node sends
an eviction message. This can be ensured by the following requirements:

e the reputation does not go under the eviction threshold Evicipreshord
(Reql)

e the reputation is still able to increase (Req2)

To satisfy the first requirement, we must assure that there is no i € N
such that rep; < Evicireshoid- At the nth round, the reputation of the
attacked node is given by (repy is the initial reputation): rep, = repg - a™ +
b-3" ) a where a = ‘RH_TT'H and b= a- |R‘|_TT‘+1. Based on this formula and
considering different eviction thresholds Eviciyreshoid, the table B illustrates
the different values of «;;, that satisfy Reql.

Evicthreshold Qmin Evicthreshold Qmin Evicthreshold Qmin Evicthreshold

Qmyin

10 4 30 10 20 7 40

14

Table 2: Minimal value of o depending on Evicipreshoid, |R| =4 -7

For the second requirement (the reputation is still able to increase), we
can analyze the impacts of the reputation system parameters with several
scenarios. We considered the following ones, where V4 is the intial value of
the reputation:

o {a =4, V=50, |R|=2-7} (figure Bh)
o {a =4, V=50, |R|=4-7 } (figure B@b)
o {71=20, V=50, |R|=4-7} (figure B)

We can see that as 7 is proportional to |RJ, its value does not interact
with the reputation increase rate. However, the way |R| is evaluated does
interact with the reputation increase rate. For instance, with |R| =4 -7, we
manage to get a maximal reputation (i.e. 100) faster than with |R| =2 7.
The choice of |R| =4 - 7 is due to several reasons. First, the increase rate is
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Figure 3: Reputation increase according to a’s value, with |[R| =4 -7

more important than with |R| = 2 - 7, which means that correct nodes will
reach the maximal (and thus the best) reputation faster. Secondly, if one
decide to take R such that |R| = 6 -7 or |R| = 27, we would have better
results but the size of |R| would increase very quickly, which means that
Tmaz Would be far less important and that nodes would have to keep a watch
on more nodes. Obviously, as for R, several values for « can be taken into
account. We decide to consider o = 4, as the increase rate is correct (and
4 > app for |[R| =4-71).

3.1.2 Worst Case 2: incorrect increase rate

Another problem occurred when malicious nodes cooperate in order to quickly
increase a node’s reputation: all of them decide to give a value of 100 to the

100-(1—1)+(repx—1+a)-(|R|—7+1)

reputation. This is represented by the formula rep, — 7
In this case, we must choose a value of o which leads to a correct reputation

increase. The formula can be represented by repr = repg - a™ + b - Z?;ol al,

where a = |R‘_RT‘+1 and b = 100'(T_1)+g'(|R‘_T+1)

As we can see in the figureHl the reputation of the malicious node evolves
very quickly, no matter the value of 7: with |R| = 4 - 7, five iterations are
needed to get the maximal reputation, starting from a value of 50 while it
is of three for |[R| = 2-7. A solution to this problem is to find a way to

decrease in all the cases the reputation of the malicious nodes.

10
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Figure 4: Reputation increase - maximal increase rate with o = 4

3.1.3 Case 3: Common case

Finally, the common case is when each node increases the reputation of a.
We must choose parameters values such that the increase rate is not too
fast, in order to prevent malicious nodes from recovering a good reputation
too quickly. In this case, the evolution formula is repy = w =
(repg—1 + «). So, the increase is equal to a. With a value of 4 for «, 13
iterations are needed to get a maximal reputation, starting from a reputation
of 50.

According to the different possible cases, we can see that a value of 4 for

a and a value of 4 - 7 for |R| are interesting.

3.2 Reputation decrease assessment
3.2.1 Standard reputation decrease

The worst case of the reputation decrease scenario is the following one: all the
malicious nodes cooperate in order to prevent the decreases of a malicious
node reputation. They send a reputation of 100 and others decrease the
malicious node’s reputation of 3.

In this scenario, we must choose the size of R and (3 so that the reputation
will still decrease. Moreover, we must choose a value of § that decreases in
a significant way the malicious node reputation, in order to increase the
time this node requires to recover the maximal reputation (also called the
recovering time).

With § a constant, we have the following worst case:

repy = 100'(7—1)+(7"ep1|e§‘1—ﬁ)'(\RI—T+1) , where repg = 100
According to the section Bl we can analyze several values of 3, which are
described in the tablel (with 7 = 25, | R| = 4-7). The main idea is to choose a
correct value of 3 that implies a long recovering time, which tends to decrease
the number of bad behaviors. For instance, with 8 = 25, a malicious node

11



Figure 5: Influence of § on the reputation decrease

decrease rate | § | recovering time decrease rate | § | recovering time
(nb of iterations) (nb of iterations)

10 7 13 30 43 | 8

20 2515 40 60 | 10

has to wait for five iterations before getting its maximal reputation back.
If it acts maliciously during each reputation update intervals, its reputation
will decrease and it would have a reputation of 50 after 5 iterations and a
reputation of 30 after 15 iterations.

However, a drawback is that we may not be able to get a reputation of
thresholdpyic: for malicious nodes, depending on 7 and 3. Moreover, if we
use usual equations, a special case cannot be taken into account: a malicious
node acts badly, waits for its reputation to increase and restarts to act badly.
We need a group history to take this case, namely the Moral Hazard [IT]
(byzantine behavior), into account. Thus, the current reputation function
does not satisfy the security property 3 and has to be modified.

3.2.2 Dynamic reputation decrease

In a study made by Ba & Pavlou [I2], an analysis of ebay’s reputation
mechanism has been made. Based on ebay’s reputation results, they mod-
elled the ebay trust system with a correlation between positive rates (PR)
and negative rates (NR). It is given by the following formula: Trust =
Bo+ B1- Log(PR) + B2 - Log(NR).

In our situation, positive rates are implicit: a node increases the reputa-
tion of the other nodes at each check, if this node does not have a bad behav-
ior. Our current equation takes negative rates into account with the variable
B, in which g = f(NR). Using NR, we obtain 3(NR) = By + f(NR) - ;.
The principal scheme of f is that f(0) = 0 and f(NRyaz) = 16%0 — Bo (as
B(N Rypaz) = 100). A common aspect of (N R) would be that its value is
reduced by 2 at each bad behavior. Thus, with B(NR) = 520 . 2NE e

9N Rmaz
have a reputation decrease that satisfies the Security Property 2 and 3.

3.3 Evaluation of the recommendation functions

In existing studies, the recommendation function is the following:

> j—odif f(repp—1(j, 1), X _reputation(j))

Teck(i) = Teck—l(i)'prec‘}'(l_Prec)' "

(4)
where X _reputationy(j) can be group reputationg(j) or the node reputa-
tion, for node-oriented reputation mechanisms. As for the reputation mech-
anism, we can see that this function is linked to the size of the group. Thus,

12



a simple attack from the malicious nodes would be to target a single node.
As shown with the simulation results (section EIl), we got a stabilized state
where the malicious nodes’ recommendation are still high (94%) while the
attacked node’s reputation is low. In this case, the Security Property 1 is
not satisfied.

By analyzing these drawbacks of the recommendation mechanism, we
first propose the function Bl which is not group size-dependent. By using the
multiply operation instead of the sum one, isolated lies are not hidden and
the cumulation of lies amplify the recommendation decrease.

reck(i) = recg_1(1) - prect+

17 _odif f(rep—1(4, i), group_reputationy(j))

(1= prec) - " (5)

This function is thus robust against the mentionned attack. However, if
we consider intelligent malicious nodes, similar drawbacks remain: in this
function, the decrease rate is directly associated to the difference between
what the malicious node says and the group reputation value. Thus, by
sending reputation values that are lower than the group reputation, but
not so far, malicious nodes can still lie about others’ reputation and the de-
crease of their recommendation will not be important. Moreover, advanced
attacks such as the binary state {correct, malicious} can impact the repu-
tation mechanism. So, though attacks need to be more sophisticated, the
mechanism may still be affected by the collusion of malicious nodes.

In our case, we made a strong assumption which has not been taken
into account yet: we decided to choose R such that R =4 -7, with 7 — 1
being the maximal number of malicious nodes our system has to support.
Thus, we assume that at least 75% of the nodes among R are not malicious.
Moreover, the choice of R (and 7) is made such that each node among R
is able to detect if a node is acting maliciously or not at the group layer.
We are thus assured that most of the reputation values are correct. So, we
can compare a node recommendation with the majority value, instead of the
group value with the following function (in which majority reputation(k)
refers the majority value for the reputation about the node k):

reci(i) = reck—1(i) - prec + (1 — prec) - lieValue(i)

0if 35 € R/repi(j,in) # majority _reputation(j)

lieV alue(i) = { 100 otherwise (6)

As when a node lies its recommendation is set to (0, no matter how much

incorrect information it provides, it is obvious that the Security Property 4,
a node recommendation must decrease if it acts maliciously, is satisfied.

13



4 Simulations

4.1 Results and Comparisons

In the previous section, we have presented several recommendation evalua-
tions. In order to compare them, we have used the NS-2 [[7] simulator with
the UM-OLSR [I3] implementation of the OLSR Ad hoc routing protocol.

In the simulation, we have compared the different recommendation func-
tions:

e > 10 and ) 25 refer to the equation Bl with 7 equal to 10% and 25%

I110 and TI25 refer to the equation Bl with 7 equal to 10% and 25%

IT10b refers to the equation B, with 7 = 10% and the attack which
consists in alterning correct and malicious behaviors.

lyingl0 and lying25 refer to the equation [ with 7 respectively equal
to 10% and 25%

We compared the functions by using the following issues: when do the
malicious nodes’ recommendation (figure Bh) and the attacked node repu-
tation (figure Bb) are stabilized? What are the stabilized recommendation
(figure Bkc) and reputation (figure @d)? According to the security property 4,
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Figure 6: Comparison of recommendation evaluation functions

the recommendation value of the malicious nodes must be null. It is easy to
see that this property is not assured by the standard recommendation evalu-
ations. With the updated recommendation evaluation we suggest (equation
B), the recommendation evaluation and the reputation evaluation are correct
in the case of basic malicious nodes, with 7 = 10%. However, when we reach

14



the extreme case 7 = 25%, the attacked node’s reputation is impacted. With
7 = 10% and advanced malicious nodes, the attacked node’s reputation is
not really malicious and the malicious nodes’ recommendations are neither
considered as good nor bad. Finally, we can see that the lying method pro-
vides really good results, as malicious nodes recommendations are always
null and the stabilized states are quickly reached. Thus, our proposals re-
spect our security properties and the system stability is quickly reached,
which is important in ad hoc networks.

4.2 Evaluation of the history parameter p,..

The parameter p,.. defines the importance of the history and thus will have
consequences and the system’s evolution. In this case, the choice of prec
is important. For instance, with p,e. ~ 0, an incorrect behavior will have
immediate repercussion, whilte it is not the case with ppe. ~ 1.

The table Bl illustrates the importance of p,.. in several cases which are
parts of the worst cases presented in section Bk

e stability; illustrates the recommendation decrease of a malicious node
in the worst case 1 of the reputation increase

o stabilitys illustrates the recommendation increase rate in the common
case

e stabilitys illustrates the recommendation decrease of correct nodes in
the reputation decrease case, starting with a reputation of 100

e stability, illustrates the recommendation decrease of malicious nodes
in the reputation decrease case, starting with a reputation of 100

Prec | stabilityy (%) | stabilitys stabilitys stabilityy
II lying (%) | 6=20| =40 | lying | 3 =20 | 8 =40 | lying
0 14 100 100 5 10 0 15 30 100
0.1 | 12.6 90 90 4.5 9 0 13.5 27 90
0.2 | 11.2 80 80 4 5 0 12 24 80
0.5 7 50 50 2.5 5 0 7.5 21 50
best | max max max min min | min max max | max

Table 3: influence of p;... on the reputation mechanism, 7 = 25%

With prec ~ 1, the recommendations of the malicious nodes and the at-
tacked nodes decrease very slowly. This is the opposite in the case of no
recommendation history. By choosing p,e. = 0.2, we limit the recommenda-
tion decreases of the correct nodes, and we also reduce the increase rate in
common states, which prevents malicious nodes from alterning correct and
malicious behaviors.
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Conclusion

In this article, we have shown that designing a reputation and recommenda-
tion mechanism at the group layer requires to develop a reputation shared
between the nodes and not a local reputation, as proposed in existing stud-
ies. This kind of system relies on many parameters, such as update rates,
synchronization intervals and thresholds, which are linked together in com-
plex ways. We have defined basic security properties (such as the collusion
of malicious nodes must not engender an eviction of a correct node) whose
enforcement requires a correct setting of the system parameters. We have
analyzed the system parameters and determined values that satisfy our se-
curity properties.

Moreover, as the recommendation aspect is as important as the reputa-
tion aspect, we have studied the existing recommendation evaluation. We
have shown that the basic principle a node recommendation must decrease
if it acts maliciously is not assured in the worst cases, which may engen-
der incorrect stabilized states. We have then proposed two modifications of
the evaluation scheme: a recommendation function that improves the ex-
isting function and a new one, designed under hypotheses about the group
environment, whose results are even better.

Our reputation system may be used in different contexts, such as the
group management in ad hoc networks, as a reinforcement of existing propos-
als such as [6], and the reinforcement of routing protocol with misbehaviors
detection [I4].
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